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Abstract—An emerging body of work has explored the con-
struction of weird gates—code segments computing on mi-
croarchitectural state not exposed by the instruction set ar-
chitecture. Weird gates abstract microarchitectural state (e.g.,
CPU cache residency) as Boolean values and compute logical
functions over these values. Researchers have used weird gates
in applications like side-channel amplification and malware
obfuscation. Indeed, in principle, the computational model of
weird gates—a Boolean circuit of bounded size—can perform
(bounded) arbitrary computation. In practice, however, this
model is less efficient (both asymptotically and concretely)
than the standard processor model, which supports conditional
execution, indexed memory, and richer data types.

In this paper, we show how to build weird computation
in the processor model rather than the circuit model. The
primitive that makes this possible is transient architectural
execution: transiently loading microarchitectural state into
registers, computing on it, and storing the results back into
microarchitectural state—without exposing any state architec-
turally. Transient architectural execution, a generalization of
prior weird gates and transient execution attacks, allows us
to wield the full computational capability of the processor to
operate on microarchitectural state. We also show how to use
the state of the branch predictor to emulate wide variables of
up to 16 bits. As a result, our weird programs are over two
orders of magnitude faster than weird gates and can compute
functions that are impractical using prior approaches.

1. Introduction

Multiple lines of work have investigated unintended be-
havior resulting from microarchitectural CPU optimizations.
These works have demonstrated alarming behaviors that can,
for example, leak sensitive program data [1]-[62], bypass
architectural access control mechanisms [[63]]—-[95]], and even
run essentially arbitrary computations that are (in theory)
invisible to the processor’s architectural state [96[]—[103]].

The root cause behind many of these behaviors is
transient execution, which occurs when a CPU makes a
wrong prediction about the results of future instructions,
speculatively executes code based on that prediction, and
squashes (i.e., undoes) executed instructions after realizing
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the prediction was wrong [104]. Past works explore several
models of emergent behavior enabled by transient execution,
as summarized in Figure |1} Transient execution attacks use
transient execution to access sensitive data and encode it into
microarchitectural state [63[]-[95]]. ExSpectre enhances this
model by supporting transient computation that is hidden
from the nominal control flow of the program [96].

An emerging body of work has used transient execution
to construct weird gates, which are code gadgets enabling
stealthy computation on microarchitectural state [97]]-{|103]].
Weird gates are crafted so that their executions’ effect on
microarchitectural state depends on their inputs—which are
themselves encoded in the microarchitectural state. Con-
sider, for example, a cache-based weird NOT gate: its input
is ‘I’ if a designated input address is resident in the cache,
and otherwise is ‘0’; its output is likewise encoded as the
cache residency of a designated output address; and upon
execution, the NOT gate sets its output bit to the logical
inverse of the input bit. Prior work has shown how to create
weird gates that compute universal logic families and how to
compose weird gates into weird circuits that can (in princi-
ple) compute arbitrary logic functions. Security-relevant ap-
plications of these circuits include obfuscating malware [97]],
[101], improving microarchitectural attacks [[102], [[103],
and overcoming side-channel mitigations [99], [[100].

However, all these prior works are limited by the inef-
ficient computational substrate weird gates expose—that of
Boolean circuits. Specifically, weird gates abstract microar-
chitectural state (e.g., cache residency) as weird registers



that store Boolean values. They then compute a sequence
of logical operations on the values in the weird registers,
storing the results in other weird registers. As stated above,
in principle this enables computing any function. In practice,
however, it is severely limited compared to the more fa-
miliar computational substrate exposed by processors. First,
the circuit model does not support control-flow constructs
like if statements: within a circuit, all branches must be
executed and the result of the taken branch conditionally
selected. Second, indexed access to memory (i.e., as in a
RAM or ROM) is extremely inefficient in Boolean circuits:
each such access entails a subcircuit whose size depends
exponentially on the number of bits in the address.

Moreover, the low-level implementation details of weird
gates impose significant restrictions to prior work’s com-
putational capabilities. First, because processors limit the
maximum length of transient execution, current weird-gate
designs can compute only relatively small functions (so
far, with at most four Boolean inputs [[101]]). Second, these
gates operate on individual bits rather than richer data types.
Third, weird registers are read-once, as reading from a weird
register destroys its value; keeping data available during ex-
ecution thus requires complex circuits that carefully manage
fanout. Worst of all, the performance of weird gates worsens
as circuit complexity increases, which severely limits the
ability to work around these restrictions—and thus, the range
of practically implementable computation.

Our contribution

This paper demonstrates how to build weird computation
in the processor model rather than the circuit model. To
this end, we propose a new computational primitive called
weird function. Similar to weird gates, weird functions also
operate on microarchitectural state. Unlike weird gates, how-
ever, weird functions execute on the computational substrate
exposed by the processor—including multi-bit variables,
conditional branching, and indexed memory accesses. As
a result, weird functions, which serve as the basic compu-
tational primitive of weird programs, can execute computa-
tions orders of magnitude more efficiently than weird gates.

The primitive that makes this possible is transient ar-
chitectural execution, a generalization of weird gates and
transient execution attacks which allows us to wield the
full computational capabilities of the CPU to operate on
microarchitectural state. Transient architectural execution
consists of three steps: At the start of transient execution,
a weird function converts microarchitectural state to (tran-
sient) architectural state; in other words, it reads values from
microarchitectural state into transient registers. Next, a weird
function executes a sequence of operations—expressed us-
ing the processor’s instruction set—to compute over the
state that was loaded in the first step. Finally, before the
CPU squashes the results of transient execution, a weird
function reads the results of computation from the transient
registers and stores these results in microarchitectural state.

We additionally devise a new type of microarchitectural
state storage that leverages the branch target buffer (BTB)

to implement multi-bit weird registers. In particular, we
demonstrate efficient techniques for encoding and decoding
values up to 16 bits wide in each predicted branch target
in the BTB. Our BTB-based weird registers enable weird
functions to load and store much larger amounts of data than
previous cache-based weird registers. Additionally, unlike
the weird registers of prior works [97]], [99], [101], our BTB-
based weird registers are not destroyed when they are used;
this is possible because our design prevents stray changes
to the BTB by carefully exploiting the timing difference
between the time a branch is predicted (when the BTB is
queried) and when it resolves (when the BTB is updated).

We demonstrate that weird programs and multi-bit weird
registers enable yWM computations that are two orders
of magnitude faster than weird gates and can compute
functions that are impractical using prior approaches. On
existing applications like Simon and AES encryption, which
are effectively the best case for prior tWMSs’ Boolean circuit
computational model, our weird programs are 1-2 orders
of magnitude faster than prior state-of-the-art yWMs [[101].
Additionally, our binary-search example (§5.4) highlights
the advantage of weird programs’ more powerful compu-
tational model: the same algorithm would be at least four
orders of magnitude slower on existing circuit-based fWMs.

In sum, this work makes the following contributions:

o We propose transient architectural execution—a gen-
eralization of weird gates and transient execution
attacks—enabling weird computation in the processor
model as opposed to the circuit model.

« Using transient architectural execution, we construct a
new type of WM, which we call weird programs.
Weird programs use ISA instructions to compute on
microarchitectural state, meaning that they support
branches, indexed memory, and rich data types.

o We construct multi-bit weird registers, a new type of
weird register that uses the BTB to store microarchi-
tectural state. Our multi-bit weird registers allow weird
programs to load and store hundreds of bits in one
transient window. Compared to prior work, this dramat-
ically expands the range of practically implementable
computations by increasing the amount of microarchi-
tectural state that can be accessed and computed upon
during a given transient execution.

2. Background and related work

In this section we briefly describe branch target buffers
in modern CPUs and give a high-level overview of transient
execution. We then discuss the design of microarchitectural
weird machines, survey related work, and define relevant
terminology that we will use in the rest of the paper.

2.1. Branch target buffer (BTB)

The branch target buffer (BTB) is a component inside
the CPU’s branch prediction unit, which predicts the targets
of indirect branch instructions [105)]. While direct branches



specify the target address explicitly in the instruction, in-
direct branches specify the branch target via a register or
memory location. Resolving the target of an indirect branch
sometimes incurs a long delay while the branch target is be-
ing computed or if the target refers to an uncached memory
location. To prevent the CPU’s pipeline from stalling in such
cases, Intel CPUs employ both a BTB and an indirect branch
predictor (IBP) to predict target addresses [[105]. The BTB
performs static predictions that predict the target based on
the source address (the address of the branch instruction),
while the IBP performs dynamic predictions using both
source address and the branching history, which contains
the information of the source and target addresses of recent
branches [90]. During execution, the CPU uses both of these
mechanisms to predict the targets of indirect branches.

Both the BTB and the IBP have a set-associative struc-
ture that records the target of indirect branches. Recent
studies 56, [90], [105] have reverse-engineered these struc-
tures and showed that the BTB of modern Intel CPUs has
more than four thousand entries split between so-called short
and long branches, with at least two thousand entries of
each type. Short entries store the least significant 10 or
12 bits, depending on the processor model, whereas long
entries store the least significant 32 bits. In both cases, the
remaining most significant bits are provided by the memory
address of the branch. This means that the BTB can in
principle store several kilobytes of data. In Section @] we
use this storage to construct multi-bit weird registers.

2.2. Transient execution

Modern CPUs implement various forms of speculative
execution, which make predictions about a program’s fu-
ture behavior. Sometimes, these predictions are wrong and
result in a phenomenon called transient execution, where
the CPU executes transient instructions that do not affect
the architectural state [104]. These transient instructions
can nevertheless affect the microarchitectural state of the
CPU (for example, the contents of cache or the BTB), and
this microarchitectural state can be observed via microar-
chitectural side channels [[1]-[51], [54]-[59]. Prior work has
exploited this behavior to mount transient execution attacks,
which use transient instructions to access sensitive data
and encode it into microarchitectural state [63]-[95]] and
to construct microarchitectural weird machines, which use
transient instructions for stealthy computation [96]]-[|103]].

Like prior work, we use the term transient window to
mean the period during which a CPU executes transient
instructions (e.g., following a misprediction). The length of
a transient window is the time required for the CPU to
realize that the instructions executed within it should be
discarded. Transient registers are the registers that transient
instructions compute on. Once transient execution ends,
values in registers do not reflect the transient computation;
in a sense, the transient registers no longer exist.

One way to trigger transient execution is through refurn
address misprediction [63], [67], which we now describe

(looking ahead, this is how we will trigger transient execu-
tion in our weird programs; § [3.3). Modern processors have
a component called the return stack buffer (RSB), which
predicts the address to which a function returns. When
the processor executes a function call, the address of the
instruction after the function call is pushed onto the RSB.
The recorded address is the correct return address as long
as the function does not modify its return address on the
stack. If the return address on the stack is modified, the RSB
will mispredict the return address and return to the original
(incorrect) return address, and the processor will execute the
instructions at the original return address transiently until it
realizes that the return address was modified. By controlling
the latency of the instructions that compute the modified
return address, one can adjust the length of the transient
window resulting from a return address misprediction. Our
weird programs, for example, set the return address to values
in main memory that are not cached, which creates a long
cache miss delay and thus a long transient window.

2.3. Microarchitectural weird machines

Microarchitectural weird machines (uWMs) perform
computation using the processor’s microarchitectural state,
without that computation being apparent in the processor’s
architectural state. yWMSs abstract microarchitectural state
into weird registers and use microarchitectural side effects
to compute on these registers. Existing WM constructions
use cache residency information, i.e., whether a memory
location is cached or not, to construct 1-bit weird registers.
They then use transient execution and microarchitectural
side channels to construct weird gates, i.e., simple logical
functions that operate on weird registers. Like prior work,
we define a weird circuit as a sequence of weird gates.

Weird registers. In existing pWMs, each weird register
is associated with a memory address and holds a Boolean
value based on whether that address is in cache. Specif-
ically, we say that a weird register holds a ‘1’ when its
associated memory address is present in the cache, and ‘0’
otherwise. In existing pWMs, weird registers are initialized
to ‘0’ (uncached); to set a weird register to ‘1°, the uyWM
must trigger a memory access that loads the corresponding
memory address into the cache. Importantly, each cache-
based weird register can only be read once because reading
it always sets its content to ‘1°, destroying its initial value.

The main memory content of the cache lines associ-
ated to weird registers is irrelevant—the data is stored in
the cache residency information, not the value in memory.
Conventionally, the value in memory is zero. At the end of
a weird circuit execution, a weird register can be converted
to an architectural register by timing the access latency to
its memory address. When the access latency is short (cache
hit), its value is ‘1’; otherwise, its value is ‘0’.

Weird gates. We now describe existing weird gates using
the terminology from Horowitz et al. [[102], who describe
a weird gate’s execution as a race between a control chain
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Figure 2. Operation of a NOT gate (adapted from [102]), using return
address misprediction (§2.2) to trigger transient execution. In the left
diagram, the input weird register =in is ‘1’ (cached). In the right diagram,
it is ‘0’ (uncached). Shaded instructions are never executed. (Not even
transiently.).

and one or more signal chains. Here, a chain is a series
of instructions that will create a certain amount of latency
during execution; in the usual case, a chain accesses one
or more memory locations corresponding to weird registers,
creating a variable latency based on whether the memory
location is cached (short latency) or not (long latency).
Both the control and signal chains may access memory
locations corresponding to weird registers, but they have
different purposes. The control chain’s latency determines
the length of the transient window. In most cases, the
last memory access in the signal chain is to the address
associated with the weird gate’s output register. Thus, if the
signal chain runs to completion during the transient window,
that memory address will be cached, meaning that the output
weird register’s value will be ‘1’. In contrast, if the control
chain finishes executing before the signal chain, the output
weird register’s value will be ‘0’ because transient execution
will have ended before the signal chain could set it to ‘1°.
An example is the NOT gate (Figure [2) whose output
value is the logical inverse of its input value. In this gate,
the control chain accesses the memory location associated
with the input weird register; the signal chain accesses the
memory location associated with the output weird register. If
the input weird register contains a ‘1’, the latency to access
the corresponding memory address in the control chain is
short, so the signal chain does not run to completion and
transient execution ends with the output weird register set
to ‘0’. Otherwise, if the input weird register value is ‘0’, the
control chain’s latency—and thus the length of the transient
window—is long, meaning that the signal chain runs to
completion and the output weird register is set to ‘1°.
Prior work has developed several different types of
chains to implement NOT, AND, OR, and other types of
common logic gates [97]-[103[]. Most recently, Flexo [[101]]
proposed a generalized construction of chains that can im-
plement weird gates with any N-input and 1-output Boolean

functions. Flexo’s experiments show that many modern pro-
cessors support any 4-to-1 weird gate, but more than four
inputs is not possible due to limited transient window length.

3. From weird circuits to weird programs

In this section, we show how to build weird computation
in the processor model rather than the circuit model. We
start by discussing the limitations of weird circuits (§3.7).
We then introduce transient architectural execution, a gen-
eralization of transient execution attacks and weird gates
that allows us to wield the full computational capabilities of
the processor to operate on microarchitectural state (§3.2).
Finally, we discuss how transient architectural execution lets
us move weird computation from weird circuits to more
efficient weird programs (§3.3).

3.1. Limitations of weird circuits

While there are many approaches to constructing yWMs,
all of them require the programmer to express their program
as a sequence of logic gates. More precisely, all prior works
expose a computational substrate with the execution model
of a Boolean circuit (§2.3). This model is non-uniform—
expressing the same computation with different input sizes
requires a different circuit—and combinational—the result
of the computation depends only on inputs, and not on
mutable state. In other words, Boolean circuits don’t have
indexed memory, branches, dynamically bounded loops, or
rich, non-Boolean data types, which makes them an ineffi-
cient (and inconvenient) model to program against.

These constraints fundamentally limit scalability of pro-
grams in the Boolean circuit model: expressing a high-level
program as a circuit requires expensive backflips to avoid
constructs like 1f statements, loops with input-dependent
bounds, and dynamic array accesses. There are standard
methods [[106]-[[115] to statically convert (bounded) high-
level programs into low-level circuits, but this conversion
incurs significant execution-time overhead Branches, for
example, require executing both the consequent and the
alternative and conditionally selecting the result. In other
words, the circuit must encode every possible execution path
through the program. Worse, encoding an indexed memory
access entails a conditional load or store to every possible
memory location; this means that each memory operation
has a time complexity of O(2™) for an n-bit address.

For ptWMs, this inefficiency snowballs: as circuit size
grows, uWM accuracy generally worsens—and the cure
for an inaccurate yWM is to re-run at least part of the
computation [99], [101], making things even slower. Con-
sider a small algorithm that uses conditional branches to
dynamically select array elements. Once the programmer has
expanded each branch and memory access into conditional

1. Since a wide set of computational substrates—from probabilistic proof
systems to multi-party computation protocols to SMT solvers and beyond—
expose a circuit-like execution model, compiling high-level programs to
circuit-like representations is a well-studied problem.



selects, the small program has become a surprisingly large
circuit. The circuit’s size is likely to make it slow and
inaccurate; if the accuracy is bad enough, error correction
will re-run (pieces of) the circuit, slowing things down even
more. The computation may take seconds on a yWM where
it would be almost instantaneous on a processor (§5).

In contrast to the circuit model, traditional processors
expose a much more efficient and expressive computational
model, the random-access machine or processor model. The
processor model is uniform—a single implementation can
support multiple input sizes for the same algorithm—and
sequential—the result of the computation depends on both
inputs and stored state. A given execution of a program only
pays for the branches it actually takes and can dynamically
access memory with essentially constant overhead.

In the next sections, we construct uWMs that expose the
richer processor computational model and that overcome the
limitations of existing circuit-based yWMs.

3.2. Transient architectural execution

We now introduce transient architectural execution.
We first present a taxonomy to describe existing transient
execution-based attack primitives. Then, we use this tax-
onomy to show how transient architectural execution is a
generalization of transient execution attacks and weird gates.
Finally, we discuss a technique to copy values from weird
registers into transient registers, which allows us to use
(transient) ISA instructions to compute on microarchitec-
tural state. Transient architectural execution enables weird
computation in the processor model as opposed to the circuit
model; we elaborate in Section [3.3]

Taxonomy of attacks that use transient execution. Recall
from Section 23] that transient execution occurs when a
CPU executes instructions that are never exposed to the
architectural program state. Starting from Spectre and Melt-
down [63]], [64], a large body of work has explored the
security implications of this phenomenon. Figure [I] shows
an abstract view of how these attacks work, focusing on the
transient instructions executed within a transient window.
One line of work uses transient execution to mount
information disclosure attacks called transient execution
attacks [[63]-[95]. These attacks use transient instructions to
load sensitive data into transient registers and later encode
this data into microarchitectural state (e.g., cache state, via
side channels). This way, an adversary can access data
that would normally (i.e., outside of transient execution) be
protected by architectural access control mechanisms.
Another line of work uses transient execution to perform
stealthy computation. In particular, ExSpectre uses transient
instructions to load data into transient registers, perform ar-
bitrary computations on this data, and encode the results into
microarchitectural state (using side channels) [96]]. Weird
gates use a limited set of transient instructions to build con-
trol and signal chains (§2.3) that compute N-to-1 Boolean
functions directly over microarchitectural state [97]-[103].

Transient architectural execution. The lines of prior work
discussed immediately above and depicted in Figure (1] use,
roughly speaking, the same pieces in slightly different ways.
It seems natural to ask: is it possible to generalize all
three? In particular, can we build a primitive that uses
the full power of transient instructions (like ExSpectre) to
stealthily compute on purely microarchitectural state (like
weird gates)? The answer is yes; transient architectural
execution is precisely that primitive.

Transient architectural execution takes place in three
steps: (1) copy the computation’s inputs, expressed as mi-
croarchitectural state, into transient registers; (2) compute
on those transient registers using transient instructions; and
(3) copy the computation’s results from transient registers
back to microarchitectural state. This entire process takes
place during transient execution, so its effects are not visible
architecturally after transient execution ends.

Immediately below, we describe the key building block
for step (1), and thus for transient architectural execution.

Copying values from weird registers to transient reg-
isters. Performing stealthy computation using transient ar-
chitectural execution requires copying values between weird
registers and transient registers. Weird registers store pWM
state and survive across transient windows, but cannot be
used as inputs to transient instructions (. Thus, to tran-
siently compute on microarchitectural state, it is necessary to
move that state from weird registers to transient ones. Tran-
sient registers, meanwhile, can serve as operands to transient
instructions, but only exist temporarily during a transient
window. To save the results of transient architectural exe-
cution, it is therefore necessary to copy the computation’s
outputs from transient registers to weird ones. Encoding
data from transient registers into microarchitectural state is a
solved problenﬂ but the reverse—copying data from weird
registers into transient ones—is not. In particular, existing
techniques to convert microarchitectural state to architec-
tural state rely on accurate time measurements, which are
difficult to perform during transient execution [/116].

We propose two approaches to copy values from weird
registers to transient registers. Conceptually, both our ap-
proaches rely on the following idea: using the values of
the input weird registers to steer the transient control flow
(rather than just influencing the outcome of the race between
control and signal chains, as done in weird gates; §2.3).
The first approach works with existing cache-based weird
registers. However, it does not scale beyond a single input
weird register, which motivates our design of a new BTB-
based weird register (which we describe in Section [4).

This section describes the simple conversion approach,
which copies data from a (cache-based) weird register into
a transient one by exploiting branch misprediction. The
approach relies on a conditional branch whose transient
outcome depends on whether a weird register is ‘1’ or ‘0’

2. For cache-based weird registers, storing a ‘1’ simply requires per-
forming a transient load to the cache line associated to the weird register
(whose value is initially set to ‘0’).
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Figure 3. Weird functions use transient architectural execution to compute on weird registers. They copy input values from weird registers to transient ones,
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exist while the weird function executes. In contrast, weird registers survive across weird functions. The process of converting values from weird registers
to transient registers (shaded in yellow) is a key building block of transient architectural execution and is novel to our work.

1 returns 1 if “addr® is in the cache

2 int cache_to_arch (int =*addr) {

3 // addr[0] is set to 0 in the main memory
4 if (addr([0]) {

5 // when ~add 1che,

6 // BP pre

7 return 0;

8 } else {

9 // cache hi

10 return 1;

Listing 1. Example code that copies the value of a cache-based weird
register addr into a transient register and returns the result. The code
executes a conditional branch whose transient outcome depends on whether
the input weird register is ‘0’ or ‘1’ (i.e., whether its address is in present
the cache). Before transiently executing this function, we train the branch
predictor to predict that Line 4’s condition evaluates to true.

(i.e., whether a specific cache line is present in the cache).
Listing|1| shows a C function that copies data from the weird
register associated with addr—the register that is ‘1’ when
addr is in cache and ‘0’ otherwise—into a transient regis-
ter. Before transiently executing this function, we train the
branch predictor to predict that Line 4’s condition evaluates
to true. However, since the architectural (memory) value
stored at address addr is 0, the branch always eventually
resolves to false. When the function executes transiently:
1) If addr is cached (i.e., its associated weird register is
‘1’), the branch resolves quickly and the CPU specula-
tively executes the (correct) else branch, returning 1.
2) If addr is not cached (i.e., its associated weird register
is ‘0”), the branch takes longer to resolve. While wait-
ing for the branch to resolve, the CPU speculatively
executes the (predicted) if branch, returning 0.
As a result, the transient execution path—and the transient
return value of this function—varies depending on the weird
register’s value. Crucially, this transient return value can be
used as input to arbitrary transient instructions.

3.3. Weird programs

We now show how transient architectural execution
makes it possible to compute in the processor model rather
than the circuit model. To this end, we introduce a new
computational primitive called a weird function, which uses
transient architectural execution to compute on weird regis-
ters. We then discuss how weird functions, which serve as

/ load the cache state of in0O and inl
int tmp_in0 =

1
2 cache_to_arch (in0) ;
3 int tmp_inl = cache_to_arch(inl);
4

5 fetch out0 if X outputs 1

6

R puts
if (tmp_inO ~ tmp_inl) load(outO);

Listing 2. Example weird function that performs a 2-input XOR operation
using transient architectural execution (§3.2). load is a simple memory
load operation that fetches the output into the cache.

the basic computational primitive of weird programs, can
execute computations more efficiently than weird gates.

Weird functions. We use transient architectural execu-
tion to build a new primitive called a weird function. A
weird function takes weird registers as input (ing, ..., iny,)
and produces weird registers as output (outg, ..., 0uty,).
To do so, it uses the three-step process described above:
converting the input weird registers into transient registers
(tmp_ing, ..., tmp_in,,), performing computations that use
these transient registers to produce new output transient
registers (tmp_outg, ..., tmp_out,,), and finally convert-
ing those transient registers into the output weird registers
(outp, . .., outy,). This process is illustrated in Figure [3]

Conceptually, the transient registers used in a weird
function are like local variables in a regular function—they
only exist while the weird function executes. In contrast,
weird registers survive across weird functions and can be
used to communicate information between weird functions
(i.e., between transient windows) and between a weird func-
tion and the architectural program (i.e., between transient
execution and non-transient execution).

Listing [2] shows the implementation of a weird function
that computes a 2-input XOR operation. The function first
converts the two input weird registers into transient registers,
using the function from Listing[T] Then, it computes the XOR
of these transient registers. Finally, it stores the result of the
XOR operation into the output weird register

Weird gates vs. weird functions. Like a weird gate, a weird
function takes weird registers as inputs and produces weird
registers as outputs; additionally, both weird gates and weird
functions execute within a single transient window and are
invisible to the processor’s architectural state.

3. It does so using a standard load of outo, which has the side effect of
setting the associated weird register to one.



load the cache state of in0O, inl, and in2

1
2 int tmp_in0 = cache_to_arch(in0);

3 int tmp_inl = cache_to_arch(inl);

4 int tmp_in2 = cache_to_arch(in2);

5

6 int result;

7 compute either AND or XOR based on tmp_in2
8 if (tmp_in2) {

9 result = tmp_in0 & tmp_inl;

10 } else {

11 result = tmp_in0 ~ tmp_inl;

12}

13

14 // fetch out0 if result is 1
15 if (result) load(outO);

Listing 3. Example weird function that uses transient architectural execution
to compute either an AND or a XOR operation between ing and in; based
on the value of ing. Performing this computation using weird gates would
require executing both the operations and conditionally selecting the result.

1 load the cache state of in0 and

2 compute the memory address

3 int *addr = mem + cache_to_arch(in0);
4

5 access a weird register dynamically
6 int result = cache_to_arch (addr);

7

8 fetch out0 if result is 1

9 if (result) load(outO);

Listing 4. Example weird function that uses transient architectural execution
to read data from a dynamically-determined weird register. Performing this
computation using weird gates would require reading both weird registers
(addr and addr + 1) and selecting the output using a MUX gate.

The key difference between a weird function and a weird
gate lies in how they compute. To compute a Boolean oper-
ation (e.g., XOR), a weird gate cleverly abuses a small set of
ISA instructions to create a race condition that sets an output
weird register as a function of the input weird registers. In
contrast, a weird function computes (on transient registers)
using ISA instructions in the normal way: to compute an
XOR, a weird function uses the XOR instruction.

Using ISA instructions as intended allows weird func-
tions to execute in the (efficient) processor model. This
means that weird functions can, for example:

1) Use branch instructions. As a result, weird functions
do not need to execute every possible program path.

2) Access weird registers dynamically. As a result, weird
functions do not need to scan through the entire ad-
dress space every time they want to read a single,
dynamically-determined weird register.

3) Leverage complex ISA instructions (e.g., AES-NI,
AVX-512) to perform operations that would otherwise
require thousands of weird gates.

4) Optionally access read-only architectural memory. This
enables, for example, cryptographic applications to
access values from lookup tables stored in program
memory instead of having to compute these tables for
storage in weird registers

4. Architectural memory is read-only because it cannot be updated tran-
siently. Also, since debuggers can access it directly, architectural memory
does not provide the same level of stealthiness as weird registers.

Listing |3| shows an example weird function that com-
putes either an AND or a XOR operation between ing and
iny based on the value of in,. The function first converts
the input weird registers into transient registers tmp_ino,
tmp_iny, and tmp_ino. It then executes a branch that,
depending on the value of tmp_ins, either performs an AND
or a XOR between tmp_ing and tmp_in;. Performing this
computation using weird gates would require executing both
the AND and the XOR and conditionally selecting the result.

Listing [4] shows an example weird function that returns
the value of one of two possible weird registers depending
on the value of the input. When in( contains ‘0’, the func-
tion returns the value of the weird register associated with
address addr; when ing contains ‘1’°, it returns the value
of the weird register associated with address addr + lE]
Finally, the function stores the result into the output weird
register outy. Performing this computation using weird gates
would require reading both weird registers (addr and addr
+ 1) and selecting the output using a MUX gate.

Weird programs. The number of ISA instructions that a
weird function can execute depends on how many transient
instructions can execute within a transient window. This
number is limited by the size of the reorder buffer, which is
microarchitecture-dependent. To perform a computation that
does not fit within a transient window, weird functions can
be used as the basic computational primitive of weird pro-
grams, which compose several weird functions. In a weird
program, the output weird registers of each weird function
are directly used as input weird registers to the next weird
function. After the execution of a weird program, we read its
outputs by converting the values in the output weird registers
to architectural values (§2.3). Our Simon implementation
(§5) is an example of a weird program: it comprises eight
weird functions, each performing 4 encryption rounds.

4. Multi-bit weird registers

In this section we build multi-bit weird registers, a
core building block for weird programs. We first revisit
Section [3.2]s approach for copying values from cache-based
weird registers to transient registers and show that it does
not scale in practice—it can only reliably copy a single
weird register value per transient window. We then show
how to construct multi-bit weird registers that use the state
of the BTB for storage. Multi-bit weird registers solve three
limitations of cache-based weird registers. First, as the name
indicates, each multi-bit weird register can store more than
one bit. Second, unlike cache-based weird registers, using
the value from a multi-bit weird register does not reset the
register’s value. Last, we can copy the values of multiple
multi-bit weird registers into transient registers within a
single transient window.

5. Note that this function reads data from a dynamically-determined
weird register, not from read-only architectural memory.
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Figure 4. Accuracy of an n-way XOR operation implemented using a weird
function and input from cache-based weird registers. While converting
a single cache-based weird register gives almost perfect accuracy, the
accuracy drops significantly when reading multiple registers.

4.1. Revisiting our approach for converting cache-
based weird registers to transient ones

We start by evaluating Listing [I[s approach for copy-
ing values from cache-based weird registers to transient
registers. To this end, we execute the weird function in
Listing [2] while varying the number of inputs n. We in-
voke the function with random 1-bit input values, convert
its output weird register into an architectural register, and
compare the value of this register with the expected result
of the operation. We execute the function one thousand times
using random inputs to measure its accuracy, and repeat this
process one hundred times to compute the median, mean,
and max accuracy. We run the experiment on an Intel Xeon
Gold 6430 2.1 GHz (Sapphire Rapids) CPU.

As Figure (4| shows, while converting a single cache-
based weird register gives almost perfect accuracy, the ac-
curacy drops significantly when reading multiple registers;
at n = 3 weird registers, the median accuracy of this
approach is about as good as a random guess. We suspect
that accuracy drops because we use conditional branches
as the register conversion mechanism. In particular, when
converting the first weird register from cache_to_arch,
the outcome of the branch at Line 4 of Listing[I] affects sub-
sequent branch predictionsE] This means that, for example,
the branch prediction on Line 4’s branch for the third weird
register depends on the values stored in the first two weird
registers, making it difficult for us to train that branch.

4.2. BTB-based weird registers

We now demonstrate how to construct weird registers
capable of storing sixteelﬂ bits using BTB state. Recall
from Section [2.1] that each BTB long entry maps a source
address to a branch target and stores the least significant 32

6. Conditional branch prediction depends on the history of taken
branches [117].

7. Technically sixteen or more: there’s a tradeoff space when choosing
how many bits to store. We elaborate later in this section.

returns the case that is executed

1
2 int two_bit_register (int target) {

3 create an indirect jump using a
4 *u“ ‘ cn "‘ «'\‘ eme 1‘ ‘ 1 man cases
5 switch (target) {

6 case 0: return 0;

7 case 1: return 1:

8 case 2: return 2;

9 case 3: return 3;

10 }

1}

12

13 set BTB weird register to

14 two_bit_register(3);

16 rea value from BTB weirz register

17 int val = two_bit_register (long_delay());

Listing 5. Example code that writes to and reads from a 2-bit BTB-based
weird register. Line 14 sets the weird register value to 3 by passing 3
to two_bit_register. Line 17 copies the value from the 2-bit weird
register to a transient register. Unlike cache-based weird registers, loading
the value of a BTB-based weird register does not modify its value, allowing
repeated use of the same weird register.

bits of the target address. When the processor encounters
an indirect branch that matches a BTB entry, the processor
predicts that the branch will jump to the stored target
address. Eventually, when the branch target resolves, the
processor compares the target address to the prediction and
reverts the speculative execution in case of a mismatch. Our
scheme exploits this branch target prediction mechanism to
create weird registers.

Listing [5] shows how to construct a 2-bit (BTB-
based) weird register. The two_bit_register proce-
dure (Lines 2-11) implements the weird register. It consists
of a switch statement (Line 5) compiled to an indirect
branchf| The switch statement contains 4 cases, each re-
turning the 2-bit switch case number. This means that the
return value of two_bit_register corresponds to the
transiently executed switch case.

To store a value in the weird register, we use two_bit
_register with said value as the argument. For example,
the code at Line 14 sets the register to 3 by passing 3 to
two_bit_register. After the indirect branch at Line 5
executes, the CPU sets the BTB prediction for that indirect
branch to the matching target (switch case 3). This occurs
even if the branch only executes transiently.

To copy the value from the 2-bit weird register to a
transient register, we invoke two_bit_register with an
argument that requires a long delay to resolve—long enough
that it cannot be resolved before the end of the transient
window. When the CPU reaches Line 5, it consults the BTB
and predicts that the branch will jump to switch case 3.
Transient execution continues with this prediction until the
branch target resolves, which, in our case, never happens. As
a result, the transient return value of two_bit_register
corresponds to the value that was stored on Line 14.

8. In practice, compilers only create an indirect branch when there are
more than eight switch cases [99]]. This example is for illustrative purposes,
and we create indirect branches using x86 assembly in our implementation.



In contrast to cache-based weird registers, BTB-based
weird registers store values that persist even after being
loaded. This is because, during a read operation (e.g.,
Line 17 of Listing [3), the branch target does not resolve
before transient execution ends. As a result, the prediction
in the BTB does not changeﬂ

Listing [fs construction can be extended to support
larger weird registers by increasing the number of switch
cases for the indirect branch at Line 5. However, increasing
the number of switch cases increases the memory require-
ments of the weird register. For example, a 16-bit register
requires 65,536 switch cases, each taking five bytefor a
total of over 320 KB of memory to implement a single weird
register. This limitation makes our approach scale poorly for
weird programs that require many weird registers. In the
next section, we discuss how we overcome this and other
practical limitations.

4.3. Practical considerations

Optimizing BTB-based weird registers. To reduce the
overhead of supporting multiple 16-bit weird registers, we
separate our BTB-based weird register design into two
parts. The first is the indirect jump that contains the branch
instruction that represents a weird register. The second is
the decode table, which converts branch targets to transient
register values. The decode table is shared between all weird
registers, and thus the overhead for each additional register
is just one branch instruction.

Listing [6] shows an optimized construction of 16-
bit (BTB-based) weird registers. Lines 1-8 are the indi-
rect jumps that define weird_register_0, weird_
register_1, and so on; Lines 10-23 show the decode
table, which represents all 16 bit values. To set a weird
register to a value, we call the register’s indirect branch with
the address in the decode table that returns the desired value.
For example, Lines 26 and 27 set weird_register_0
to 2, which is returned from location target_2 in the
decode table. Finally, Lines 31-33 copy a value from weird
_register_1 to a transient register. The code loads a
branch target (Line 32) from a memory location that is
not in the cache (Line 31), and invokes the indirect jump
corresponding to weird_register_1. To execute the
indirect branch, the processor consults the BTB and jumps
speculatively to the stored address—i.e., the value in weird
_register_1l—which is copied to transient register ax.

How many multi-bit weird registers can we support?
Recall from Section 2.1] that the BTB in modern Intel CPUs
contains at least 2,048 long entries. Thus, theoretically, a
weird program can support 2,048 multi-bit weird registers,
one for each BTB entry. Using so many registers puts

9. The BTB state is only updated when a branch resolves—i.e., when
the CPU figures out if the prediction was correct. This happens even if the
branch only resolves transiently [90]. In our case, the branch is squashed
before it can resolve. Hence, the BTB is not updated.

10. To return a 16-bit value in x86, we need a mov instruction to move
a constant to ax and a ret instruction, which occupy five bytes.

; indirect jumps

1
2 weird register O:

3 Jmpx rbx

4 weird register 1:

5 Jmpx rbx

6 weird register 2:

7 Jmpx rbx

8 ; .. more entries
9

10 ; decode_tab

11 target_0:

12 mov 0, ax

13 ret

14 target_1:

15 mov 1, ax

16 ret

17 target_2:

18 mov 2, ax

19 ret

; ... more target
21 target_65535:

2 mov 65535, ax
23 ret

24

25 ; write the value
26 lea tarc 2, rbx
27 call weird_regic

29 ; load the wvalue

30 ; (during transien

clflush delay
>lay], rbx

w

Listing 6. Example code that writes to and reads from an optimized 16-bit
BTB-based weird register. Lines 2627 set the first weird register value
to 2 by making weird_register_0 jump to target_2. Lines 31-33
copy the value from the 16-bit weird register weird_register_1 to
transient register ax. Unlike cache-based weird registers, loading the value
of a BTB-based weird register does not modify its value, allowing repeated
use of the same weird register. Note that there are 65,536 targets in the
decode table, and we omit most of the targets to save space.

them at risk: weird programs execute branches and return
statements over the course of normal computation, thus
updating the BTB—and potentially overwriting multi-bit
weird registers. To reduce this risk, we recommend using
no more than half the BTB as register storage. We verify
that such a configuration works by setting 1,024 multi-bit
weird registers to random 16-bit values, reading the contents
of one of the registers, and comparing it to the stored value.
We retrieve the correct value 99.5% of the time.

How large can a multi-bit weird register be? Recall
from Section [2.1] that long entries in Intel BTB store the
least significant 32 bits of the target address (which is
concatenated with the most significant 32 bits of the source
address upon prediction). This means that we could use
these BTB entries to create weird registers of at most 32
bits. In practice, however, not all potential target addresses
can be used. To see why, recall from above that only target
addresses corresponding to entries in the decode table result
in correct behavior; any other target address would execute
garbage code rather than the desired mov-ret sequence.
Since each entry in the decode table occupies multiple bytes,
a constant fraction (at least half) of 32-bit target addresses



does not correspond to a decode-table entry. Moreover, the
wider the weird register, the larger the decode table must
be, since there must be one entry for each possible register
value. We resolve this tension by choosing 16-bit registers;
each entry in the resulting decode table is 5 bytes, for a total
size of 320 KB. With these parameters, we can store up to
1,024 multi-bit weird registers, each of 16 bits, allowing us
to use weird programs that operate on up to 2 KB of data.

Converting a multi-bit weird register to an architectural
register. The last remaining issue is converting values from
multi-bit weird registers to architectural state after the weird
program has finished executing. We cannot use the same
approach that works for converting cache-based weird reg-
isters to architectural values (§2.3), because multi-bit weird
registers store values in BTB state. Instead, we use weird
functions to convert multi-bit weird registers to transient
registers; then, we encode these transient registers in cache
state using standard techniques. We divide each 16-bit value
into eight 2-bit chunks, and transmit each of these chunks
from transient execution to non-transient execution using a
Flush+Reload cache covert channel [14].

Improving accuracy by accounting for asynchronous
BTB updates. Recent work reports that the BTB in Intel
processors is updated asynchronously: a BTB entry update
becomes available for use in subsequent branch predictions
several hundreds of cycles after the branch that corresponds
to this BTB entry is executed [90]]. Therefore, we must add a
delay after every update to a BTB weird register. This makes
weird functions slightly slower, but it improves accuracy.

5. Evaluation

In this section, we demonstrate that weird programs
(§3.2) and multi-bit weird registers (§4) provide orders of
magnitude speedups compared to state-of-the-art circuit-
based pWMs [101]]. We use three applications to highlight
different sources of speedup:

1) The Simon [118] block cipher, which is the largest
weird circuit implemented by prior work (§5.2). We
show that, thanks to the computational capabilities of
ISA instructions, this weird program achieves an 11X
speedup over the state of the art.

2) The AES [119] block cipher (§5.3). We show that weird
programs, unlike prior work, can leverage hardware
acceleration (e.g., via AES-NI instructions). On AES,
this leads to a 543 x speedup over the state of the art.

3) The binary search algorithm (§5.4). Here, we use weird
programs’ support for branches and indexed mem-
ory accesses, which yield an estimated four-order-of-
magnitude speedup compared to existing ©WMs.

5.1. Implementation and experimental setup

We implement our weird programs using a total of 1,507
lines of C/C++ code and x86_64 assembly, and we evaluate
these weird programs on a machine with an Intel Xeon Gold
6430 CPU (Sapphire Rapids) running Ubuntu 22.04.

Executing a weird program. To measure a weird program’s
accuracy and runtime, we compile a binary that generates
random values, writes these values into the weird registers
used as inputs to the weird program, executes the weird
program, converts the output weird registers into architec-
tural state, and finally compares the output from the weird
program to the output from a reference program to check if
the computation executed correctly. The binary repeats this
process one thousand times and records both the number
of correct executions and the total execution time. We then
execute this binary one hundred times to measure the median
and the standard deviation of the accuracy and runtime. This
measurement approach is similar to prior work.

Reproducing the state of the art. We compare our results
with the state-of-the-art yWMs from Flexo [101f] by running
the weird circuits from their artifact [[120] on our machine.
We use the same methodology as weird programs: we
execute each circuit one thousand times using random inputs
to measure accuracy and runtime, and repeat this process
one hundred times to compute the median and the standard
deviation. We verify that our reported results are similar to
or better than those reported in the original Flexo paper.

Error correction. We also measure the accuracy and run-
time of our weird programs with error correction using two-
out-of-three majority voting. To this end, we execute the
weird program three times and select the majority value for
each output bit as the final output. When reproducing Flexo
with error correction, we use the differential encoding-based
error detection and correction used in their original paper.

5.2. The Simon block cipher

We start by evaluating the accuracy and runtime of a
weird program implementing Simon [[118]]; this is the largest
weird circuit implemented by Flexo [101]], the state-of-the-
art prior yWM. We use the same 32-bit block, 64-bit key,
and 32 rounds of encryption that Flexo does.

Although Simon’s hardware-oriented design leads to an
efficient implementation in Flexo’s weird gates, Flexo still
needs 4,322 weird gates (and thus 4,322 transient windows)
to encrypt a Simon block. This is because, on our testbed
machine, each weird gate can compute a logical function
with at most four input bits

In contrast, a single weird function can use tens to
hundreds of ISA instructions, each of which can compute
on 64 or more bits On our machine, four rounds of
Simon encryption can execute in a single weird function.
As a result, our weird program needs eight weird functions
(and thus eight transient windows) to encrypt a Simon
block. Even though running a weird function is slower than

11. This limit is microarchitecture-dependent. Our machine (and those
used in the Flexo paper [101]) can handle at most 4-input Boolean
functions.

12. Recall from Section [3.3] that the number of instructions that a weird
function can execute depends on the size of the reorder buffer, which is
microarchitecture-dependent.



TABLE 1. ACCURACY, RUNTIME, AND BINARY SIZE OF SINGLE BLOCK
SIMON ENCRYPTION. WITHOUT ERROR CORRECTION, OUR WEIRD
PROGRAM IS AROUND 18 X FASTER THAN FLEXO. WITH ERROR
CORRECTION, OUR WEIRD PROGRAM IS MORE THAN ONE ORDER OF
MAGNITUDE FASTER THAN FLEXO. THIS RESULT SHOWS HOW
TRANSIENT ARCHITECTURAL EXECUTION IMPROVES PERFORMANCE
BY ALLOWING WEIRD PROGRAMS TO COMPUTE DIRECTLY WITH ISA
INSTRUCTIONS. THE BINARY SIZE IS ALSO MORE THAN 62% SMALLER.
WE USE “PP” TO DENOTE THE CHANGES IN PERCENTAGE POINTS.

Flexo [101] _ Verd  pigrerence

programs
Accuracy iég6.18501:‘)7; i951i560$ +44.70 pp
Runtime (us) i}t;g; iggg 18.24x
Binary size (KB) 1137.54 424.05 -62.72%

With error correction

99.90% 94.25%
Accuracy 10.04 p; +1.69 p; -5.65pp
Runtime (us) iigigg 3;:?3} 10.97 x
Binary size (KB) 1137.54 428.05 -62.37%

running a weird gatem running eight weird functions is still
significantly faster than running 4,322 weird gates.

Table [T] compares the accuracy, runtime, and binary size
of our weird program to Flexo. Without error correction,
our weird program is around 18x faster and 45 percentage
points more accurate than Flexo. With error correction,
Flexo (99.9% accuracy) is slightly more accurate than our
weird program (94.3% accuracy). This is because Flexo’s
differential encoding provides, in effect, error detection for
free. The weird program, however, is more than an order of
magnitude faster than Flexo, which demonstrates that tran-
sient architectural execution’s use of the ISA dramatically
improves performance. In addition to the improvement in
runtime, ISA instructions also allow us to reduce the binary
size. While Flexo needs to store thousands of weird gates
in its binary, our weird programs only need to contain a
small amount of weird functions, reducing the binary size
by more than 62%.

5.3. The AES block cipher

Next, we compare the accuracy and runtime of our
weird program implementing AES encryption [119] against
Flexo’s [101] implementation. We use the same 128-bit
block and 128-bit key that Flexo [[101] does.

Flexo implements one round of AES encryption as a
weird circuit (using 2,524 weird gates) and composes 19
such weird circuits to compute the ten AES rounds and
round keys. When Flexo composes these 19 weird circuits, it
converts the output of the each circuit from a weird register

13. Recall from Section |Z| that weird functions need to wait several
hundreds of cycles to wait for their BTB updates to become available for
subsequent weird functions.

; generate round key
aeskeygenassist RCON, xmm0O, xmml
pshufd 0b11111111, xmml, xmml
shufps 0b00010000, xmmO, xmm2
pxor xmm2, xmmO0

shufps 0b10001100, xmmO, xmm2
pxor xmm2, xmmO0

pxor xmml, xmmO

9 encryption for one round
10 aesenc xmm0O, xmm3

L T I SR R S a

; aes

12 5 9 more rounds

Listing 7. AES-NI instructions we utilize to implement one round of
AES encryption. Our weird function requires only 8 ISA instructions to
compute the round key and one round of AES encryption. In contrast,
Flexo implements one round of AES encryption using 2,524 weird gates.

TABLE 2. ACCURACY, RUNTIME, AND BINARY SIZE OF SINGLE BLOCK
AES ENCRYPTION. WITHOUT ERROR CORRECTION, OUR WEIRD
PROGRAM IS 109 X FASTER (AND 90.7 PERCENTAGE POINTS MORE
ACCURATE) THAN FLEXO. WITH ERROR CORRECTION, OUR WEIRD
PROGRAM IS 543 X FASTER THAN FLEXO. THIS RESULT SHOWS THAT
WEIRD PROGRAMS CAN LEVERAGE COMPLEX ISA INSTRUCTIONS TO
IMPROVE PERFORMANCE AND STEALTHINESS COMPARED WITH
STATE-OF-THE-ART. THE BINARY SIZE IS AROUND 83% SMALLER. WE
USE “PP” TO DENOTE THE CHANGES IN PERCENTAGE POINTS.

Weird

Flexo [101] Difference

programs
Accuracy 0.0% i9106730§.; +90.7 pp
Runtime (us) i‘?g;‘gg li;é? 108.51 x
Binary size (KB) 2482.77 423.73 -82.93%

With error correction

99.70% 96.05%
Accuracy 40.18 p; +121 p; -3.65 pp
Rumime iy 2083 A0BI9 o
Binary size (KB) 2482.77 423.73 -82.93%

into an architectural register, and uses the architectural reg-
ister as input to the next weird circuit. This process, which
is necessary to run large computations in uWMs, makes
the computation less stealthy by architecturally exposing the
round keys and the output of each round.

In contrast, our weird program takes advantage of In-
tel’s AES-NI instruction set [121]], which can run a full
round of AES using a few instructions; in our testbed,
these instructions all fit within a single weird function. This
means that our program needs just one weird function to
encrypt an AES block, and exposes no intermediate state
architecturally during the encryption. Listing [7| shows that
this weird function requires only eight ISA instructions to
compute the round key and one round of AES encryption.

Table 2] compares the accuracy, runtime, and binary size
of our weird program and Flexo’s composed AES circuits.
Without error correction, our weird program computes a
full AES encryption in 137.26 ps with 90.7% accuracy.
In contrast, despite taking more than 100X longer, Flexo



while (left <= right) {

1
2 mid left + (right - left) / 2;
3 if (data[mid] == target)

4 break;

5 else if (data[mid] < target)

6 left = mid + 1;

7 else

8 right = mid - 1;

9}

Listing 8. The binary search algorithm implementation using a weird
function. target is loaded from the multi-bit weird registers, while
data is a pointer to read-only main memory. Other variables are transient
registers that are initialized when the weird function executes.

achieves 0% accuracypz] With error correction, both our
weird program and Flexo achieve high accuracy (96.05%
and 99.70%, respectively). However, our weird program
is 543x faster than Flexo. The binary size is also much
smaller. While Flexo’s circuits are more than 2 MB in size,
our weird programs are around 83% smaller, with the size
of 423.73 KB. This demonstrates that weird programs can
leverage complex ISA instructions to improve performance
and stealthiness compared with state-of-the-art.

5.4. Binary search

Finally, we show how the processor model, as exposed
by weird programs, makes it practical to execute compu-
tations with control flow and memory accesses (§3.1). We
do so by implementing a binary search algorithm using a
single weird function whose code is shown in Listing
We test our implementation on a sorted 2MB array that
contains 512,000 integers, each of 32-bit size. For each run
of the algorithm, we sample a random search target from
the array and execute the weird program to find the index
of the target. The search target is stored in a weird register,
while the array is stored in read-only architectural memory.
The binary size of this weird program is 419.76 KB.

Without error correction, the program’s runtime is
50.82 us and the accuracy is 94.6%; with error correction,
its runtime is 148.22 us (roughly 3x slower due to the two-
out-of-three majority voting) and its accuracy is 99.9%. This
shows that weird programs can execute branch instructions,
access weird registers dynamically, and access read-only
architectural memory with high performance and accuracy.

Since Flexo operates in the circuit model, implementing
binary search in Flexo would require transforming con-
trol flow and memory accesses into an expensive series
of conditional selects. We can provide a lower bound for
the execution time of the search, since we know that this
search requires a linear scan over the entire array. We find
(and prior work reports) a weird gate runtime of roughly
0.4 ps. Since each weird gate supports at most four input
bits, scanning an entire 2 MB requires % = 4 million
weird gates. Multiplying these two figures, the runtime of
any circuit-based implementation is at least 1.6 seconds. In

14. Note that the original Flexo paper does not report the results of the
composed AES circuit without error correction.

TABLE 3. THE PROCESSORS AND AWS EC2 INSTANCES WE USE TO
VERIFY THE GENERAL APPLICABILITY OF OUR WEIRD PROGRAMS.

Microarchitecture  Instance type  Processor

Sapphire Rapids m7i.xlarge Intel Xeon 8488C
Emerald Rapids i7i.xlarge Intel Xeon 8559C
Granite Rapids r8i.xlarge Intel Xeon 6975P-C

TABLE 4. RESULTS OF RUNNING OUR WEIRD PROGRAMS (OPTIMIZED
FOR OUR TESTBED MACHINE) ON THREE AWS EC2 INSTANCES. WE
USE “PP” TO DENOTE THE CHANGES IN PERCENTAGE POINTS.

Sapphire  Emerald  Granite
Rapids Rapids Rapids
Accuracy 75.95% 77.30% 35.75%
Simon +1532pp £735pp £4.20pp
Runtime (1s) 112.38 116.45 98.53
,u +13.25 +8.88 +2.86
Accuracy 63.40% 70.85% 54.95%
AES +8.13pp +3.55pp +4.70pp
Runtime (115) 207.66 189.72 217.01
Y s +11.36 +786  423.20
Accurac 84.95% 91.00% 82.00%
Binary ¥ +633pp +337pp +6.63pp
search Rentime () 48.50 49.16 45.45
. +1.05 +0.97 46.68
With error correction
Accuracy 85.00% 86.10% 34.00%
Simon +7.09pp £6.03pp +3.14pp
Runtime (115) 328.56 342.75 313.45
1 +17.91 +14.33 +10.89
Aceuracy 77.75% 85.20% 58.65%
AES +833pp +6.24pp +6.83pp
Runtime (115) 617.92 581.37 764.88
® +32.05 +24.29 +52.85
Accurac 96.60% 98.90% 91.80%
Binary y +146pp £1.17pp +7.06pp
search N 14023 14338  132.03
a +2.13 4222 42733

comparison, our weird program runs in around 150 us, a
speedup of more than four orders of magnitude.

5.5. Portability to other microarchitectures

We evaluate the portability of our weird programs on
three AWS EC2 instances with Intel Sapphire Rapids, Emer-
ald Rapids, and Granite Rapids CPUs (Table E]) We use
weird programs tuned specifically for our testbed machine,
featuring a Sapphire Rapids processor. As Table [] shows,
the results of running the binary depend on the machine they
execute on. For machines with similar processors, we note
a small, albeit noticeable, drop in the accuracy. However,
as the processor model diverges, as in moving to the more
recent Granite Rapids processor, the accuracy further drops.
This highlights the need to tune weird programs to the target



machine. We leave investigating the causes of the drop and
developing automatic tuning mechanisms to future work.

6. Discussion and future work

In this section we briefly discuss limitations of the cur-
rent work and potential future directions for improvement.

Stealth. One notable application of yWMs is to perform
program obfuscation. Prior work has used yWMs to ob-
fuscate malicious code for malware [97] and to construct a
binary packer [[101] that uses a weird circuit to decrypt the
payload at runtime, frustrating dynamic and static analysis.

From the perspective of architectural state, fWMs are
naturally stealthy: they execute transiently and leave only
microarchitectural traces. This hinders or prevents dynamic
analysis in multiple ways. First, existing debuggers cannot
analyze values in weird registers because they have little or
no access to the underlying microarchitectural state. Second,
single-stepping through the execution of a WM alters or
eliminates the processor’s transient execution behavior, with
the result that 4uWMs do not execute correctly. Our weird
programs provide the same protections against dynamic
analysis, since they also execute transiently and operate on
microarchitectural state (including multi-bit weird registers).

An interesting question is whether it would be possi-
ble to augment dynamic analysis to detect or de-obfuscate
#WDMs. Regarding detection, one possible approach might
be to monitor for abnormal spikes in the number of in-
structions that are squashed (e.g., using hardware perfor-
mance counters [122f], [123]]). Regarding de-obfuscation,
one possible approach might involve WM emulation. For
example, concurrent work by Vanspauwen et al. proposes
a tool that emulates the microarchitectural components that
cache-based weird circuits use for computation, enabling an
analyst to step through transient instructions in (and mi-
croarchitectural state changes due to) ©WM binaries [124].
However, future work is needed to generalize their approach
beyond weird circuits and cache-based weird registers.

When it comes to static analysis, however, our weird
programs do not seem quite as stealthy since they include
explicit ISA instructions that may be parsed and analyzed
by existing binary reverse-engineering tools. Prior Boolean
circuits based yWMs may seem stealthier in this regard,
because they are instantiated via carefully constructed race
conditions (§2.3). This stealth may, however, be illusory:
statically reconstructing the Boolean circuit from pWM
instruction sequences seems likely to be feasible, at which
point an analyst could apply existing tools for reverse engi-
neering digital circuits [[125]], [126]. Carefully studying the
problem of statically analyzing ¢tWMs and weird programs
is an interesting future direction.

Applicability to other microarchitectures. The evaluation
in this work considers weird programs tailored to a single
Intel microarchitecture. As discussed in prior work [101],
portability across microarchitectures is important in many
applications (e.g., malware obfuscation). In Section [5.5] we

show that our weird program implementation is portable
to similar Intel microarchitectures, but tuning is needed to
achieve high accuracy. Future work is needed to study the
portability of our design to other Intel and non-Intel mi-
croarchitectures. In particular, such future work will require
the reverse engineering of non-Intel processors’ BTB (e.g.,
AMD’s BTB), since detailed knowledge of the BTB is an
essential prerequisite to constructing BTB weird registers.

Multi-bit weird registers beyond the BTB. It may be
possible to use other microarchitectural components to build
multi-bit weird registers. However, there are several chal-
lenges, such as how to convert microarchitectural states into
architectural values during transient execution. Future work
is needed to overcome these challenges.

Weird program optimizations. Further optimizations of
weird programs seem possible. As one example, consider
the case of batch execution, i.e., running the same program
on many different inputs. In this regime, the cost of BTB
updates (§4) could easily be amortized across many exe-
cutions of the same program by repeatedly executing each
weird function on different inputs before modifying the BTB
in preparation for executing the next weird function. Put
another way, all instances in the batch would be executed
in lock-step, one weird function at a time.

Weird programs as a compilation target. Prior work
has already demonstrated that compilation to yWMs is
possible. While compiling to weird programs is likewise
possible, there are several challenges. For example, since
weird functions need to finish execution in a transient win-
dow with a limited length, one challenge is how to break a
computation into weird functions so that each weird function
completes execution within a transient window. As different
input values will cause the weird function to have different
execution times, it is challenging to ensure that the execution
is upper bounded by the transient window length.
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Appendix A.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

A.1. Summary

This paper proposes a new approach for microarchi-
tectural weird machines, i.e., computational artifacts where
additional code execution can happen outside the apparent
specification of the program and almost entirely using mi-
croarchitectural side-effects enabled by speculative execu-
tion.

A.2. Scientific Contributions

o Creates a New Tool to Enable Future Science

o Provides a Valuable Step Forward in an Established
Field

o Establishes a New Research Direction

A.3. Reasons for Acceptance

1) This paper provides a valuable step forward in an
established field by extending microarchitectural weird
machines that perform stealthy, obfuscated computation
purely through microarchitectural side-effects from a
circuit-based model of computation to a processor-
based one. This yields orders-of-magnitude improve-
ments to computation speed, while sacrificing some
stealth.

2) It creates a new tool to enable future science by
constructing multi-bit BTB-based weird registers, and
a technique for copying values between such weird
registers and transient ones.

3) Finally, it establishes a new research direction for
stealthy computation: weird programs that can carry
out computation in the processor model without storing
state architecturally.

A.4. Noteworthy Concerns

1) While the paper demonstrates that weird programs can
outperform prior work in performance and expressive-
ness, it lacks a practical use case where the loss of
stealth is justified.

2) The current design and implementation of weird pro-
grams lacks tooling (e.g., compilers) requiring signifi-
cant manual effort.
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